


The Problem

Local administrator access remains 
one of the most exploited attack 
vectors in modern organisations.
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The Solution(s)

Make Every User 
a Local Admin
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The Solution(s)

Separate Named 
Admin Accounts



The Solution(s)

• Every device gets its own local admin password, not a shared one.

• Passwords rotate automatically on a policy-defined schedule.

• Secrets are stored and retrieved securely through Entra ID.

• Removes the single shared "god password" that once existed fleet-
wide.

LAPS
Local Admin Password Solution
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The Solution(s)

EPM
Intune Endpoint Privilege Management

• Provides controlled elevation of applications, scripts, and installers

• Supports least-privilege and Zero Trust

• Delivers auditing and reporting of elevation activity

• Does require Intune Plan 2
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Security Copilot



EPM Setup
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The Solution(s)

PIM
Privilege Identity Management

• Provides elevation of rights or roles for a given period. 
Just In Time (JIT) admin rights

• Supports least-privilege and Zero Trust

• Delivers auditing and reporting of elevation activity

• Does require Entra ID Plan 2



PIM

• No More GA members

• True Role Base Access Control

• Time Based RBAC

• Can Require Approval

• Integration with ITSM Tools
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https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/privileged-identity-management-custom-extensions

Custom Extensions
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