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The Problem

Local administrator access remains
one of the most exploited attack
vectors in modern organisations.



The Problem

User Account Contral

Do you want to allow the following program to make
changes to this computer?

[ ¥ Programname  Windows Live
A Verified publisher: Microsoft Corporation
File origin: Downloaded from the Internet

To continue, type an administrator password, and then click Yes,

name

Domain: Microsoft

™ Show details




The Problem




The Problem

User Account Control

Do you want to allow this app to make
changes to your device?

ﬁ Microsoft Management Console
Verified publisher: Microsoft Windows

Show more details

To continue, enter an admin username and password.




The Solution(s)

VY ELCRAYE AV,
a Local Admin



The Solution(s)

Unique Local
Admin Accounts
For Each PC



The Solution(s)

Unique Local O

Admin Accounts bitwarden
For Each PC Password Manager



The Solution(s)

Separate Named
Admin Accounts

User Account Control

Do you want to allow this app to make
changes to your device?

ﬁ Microsoft Management Console
Verified publisher: Microsoft Windows

Show more details

To continue, enter an admin username and password

L




The Solution(s)

LAPS

Local Admin Password Solution

Every device gets its own local admin password, not a shared one.
Passwords rotate automatically on a policy-defined schedule.

Secrets are stored and retrieved securely through Entra ID.

Removes the single shared "god password" that once existed fleet-
wide.




The Solution(s)

Microsoft Entra admin center

Home Devices | All devices * -
|& Home om ewcER Ll deces Local administrator password *
e, | Local administrator password recovery
& Security Copilot agents Microsoft Entra 1D
Account name
) i i “ () refresh A&7 Got feedback? oo
A Secunty Copilot chat = o Admirnistrator
Manage
Security ID
W Favorites v [ Properties
0 Learn more about Local Administrator Password Solution (LAPS)
&l» Roles and administrators Local administrator password
2 EntralD N B Administrative Units s=s=wwax (% | ocal administrator password
Local administrator password Last password rotation
@ overview & BitLocker keys Last password rotation
Show local administrator password 7772026, 3:33:26 PM
R 22 Local administrator password 7/7/2026, 3:33:26 PM
Users recovery .
: Next password rotation
% Groups 8/6/2026, 3:33:25 PM
£ Devices b ¢

https://entra.microsoft.com/#blade/Microsoft AAD Devices/DevicesMenuBlade/menuld/Overview?Microsoft AAD_|AM_legacyAADRedirect=true



The Solution(s)

EPM

Intune Endpoint Privilege Management

Provides controlled elevation of applications, scripts, and installers

Supports least-privilege and Zero Trust

Delivers auditing and reporting of elevation activity

Does require Intune Plan 2




Open this app as administrator?

) VSCodeSetup-arm64-1.103.2.exe
Verified publisher: Microsoft Corporation

You'll have administrator access to this app.

This information will be sent to your organization's IT admin. Priv

Cancel Continue




n Endpoint Privilege Management

Request to open this app as
administrator?

] VSCodeSetup-arm64-1.103.2.exe
Verified publisher: Microsoft Corporation

Enter business justification

0/280

You'll be asked to verify your identity. Once verified, your request will be sent.

This information will be sent to your organization's IT admin. Priva

Cancel




Approve this request?

The user will be notified and have ele ess to this app for 24 hours.

Deny this request?

This request will be denied and the user will not be able to elevate.

Reason

.
e




Microsoft Intune admin center

Home Tenant admin

ft =] Tenant admin | Audit logs

= » Columns ™ Filter 'T_'} Refresh = Export
(R
4 L Search by initiated by (actor)
. Date 4 Initiated by (actor) Application name Activity TJ.  Target
ED) 3/19/2024, 1:43:17 PM admin@contoso.com Microsoft Intune portal extension Patch DeviceManagementConfigurationPolicy Test pol
=

- 3/19/2024, 1:42:41 PM admin@contoso.com Microsoft Intune portal extension Create DeviceManagementConfigurationPaolicy Copy of
b
ab

*



r Copilot

The reputation details for the indicator of compromise
"94795fd89366e01bdbece6471ff27c3782e2e16377a848426cf0b2ebb
aee9449b" are as follows:

Score:

Classification: MALIC

s based




User Can
Execute The
App They
Requested

EPM Setup

EPM Settings
Policy

A

User Requests
Elevation

A

Admin Approves
Elevation

A

User Receives
Notification

User Is Rejected
When
Attempting to
Run the App




EPM Setup

EPM Settings
Policy

User Can
Execute The
App They
Requested

EPM Rules
Policy

User Requests
Elevation

A

Rules are
Processed

A

User Receives
Notification

User Is Rejected
When
Attempting to
Run the App




The Solution(s)

PIM

Privilege Identity Management

Provides elevation of rights or roles for a given period.
Just In Time (JIT) admin rights

Supports least-privilege and Zero Trust

Delivers auditing and reporting of elevation activity

Does require Entra ID Plan 2




PIM

Microsoft Entra admin center

[y Privileged Identity Management | Quick start

No More GA members

True Role Base Access Control g <
Time Based RBAC . il
Can Require Approval
4l Activity
a8 B My audit history Manage access

Integration with ITSM Tools | ETr—

= X Troubleshoot




P P ey

Activate - Storage Blob Data Reader

Privileged Identity Management | Azure resources

Roles Activate

J:J Custom activation start time
Duration (hours) (O
*Reason (max 500 characters) ()

Need access to view logs data




PIM

Custom Extensions

Ticketing
Provider

/pre-approval
L PIN Custom ,
Activation PIM y g / custom : Customer's
Policy : t—Y ———» Extension

Request Controller Evaluation extension AP HR System
configured?

3

https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/privileged-identity-management-custom-extensions
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