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Foundational Security

Copilot Control System

SharePoint Advanced Management

Microsoft Purview

Data Security Posture Management for Al




Foundational Security Tenant Settings

Permissions
|dentity & Access Management
Conditional Access

Defender for X



Introducing: Copilot Control System

Copilot  Copilot Studio Agents
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Microsoft Copilot for Microsoft 365 architecture and content retrieval

Microsoft 365 Service Boundary

Copilot

e Prompts, responses, and grounding data
P aren't used to train foundation models

oj/ back to the user
User prompt
prome Large Language

- . . g M | Azure OpenAl instance
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Data flow (i = all requests are encrypted via HTTPS and wss://)

@ User prompts are sent to Copilot
@ Copilot accesses Graph + (optional) Web + Other services for grounding

@ Copilot sends modified prompt to Large Language Model (LLM)
’ Your context and content
J ’ (emails, files, meetings, chats,
calendars, and contacts)

@ Copilot receives LLM response

@ Copilot accesses Graph for Compliance and Purview

N o

@ Copilot sends the response back to the user
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Customer Microsoft 365 Tenant




Enable SharePoint Restricted Search

Description

Get the current mode that is
set for Restricted Search

Enable Restricted Search

Add sites using a list

Add sites using a CSV file

Example

Get-SPOTenantRestrictedSearchMode

Set-SPOTenantRestrictedSearchMode -Mode Enabled

Add-SPOTenantRestrictedSearchAllowedList -SitesList

@Q(“[https://contoso.sharepoint.com/sites/Marketing] (htt
ps://contoso.sharepoint.com/sites/Marketing)”,
“[https://contoso.sharepoint.com/sites/Benefits] Chttps:
//contoso.sharepoint.com/sites/Benefits)”)

Add-SPOTenantRestrictedSearchAllowedList
-SitesListFileur]l C:\Users\admin\Downloads\UrlList.csv




End-User Experience

Microsoft 365

Co piIDt ) o Your organization’s admin has restricted Copilot from accessing certain SharePoint sites. T

¢~ SharePoint access is restricted by you
=" admin. Why am | seeing limited results?

e

’ : Copilot

What can | help with?

X

Catch up on meetings Catch up on meetings How to 7 Help me write
Recap meeting summarizing key takeaways
and action items as separate sections...

| How to
How do | write a request for a proposal?

? Help me write Get key info 7 Generate idea What did they say?

Write an email to my team about our top List key points from file List ideas for a fun remote team hat did person say about

priorities for next quarter from  file

Summarize my What are my most
new emails important messages? =

View prompts
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Restricted SharePoint Search — Key Takeaways @45

Not a “Copilot” Feature

Should only be considered if your Copilot deploymentis blocked due to file oversharing concerns

A temporary solution: Allows full Copilot deployment, and in parallel, implementation of security controls
as needed (SAM/Purview) to address oversharing concerns

Does not modify permissions or sharing controls on content

Willimpact other org-wide search experiences in Microsoft 365




SharePoint Advanced Management

v @ o

Manage Prevent Control Copilot Manage
content sprawl oversharing access to content content lifecycle



Microsoft Purview




Shared responsibilities of security for Al usage for
Microsoft 365 Copilot

Access to Al apps

Set up access control policy,
leveraging identity and access
management solutions

Access to production e
environment

Set up access controls that strictly
restrict standing access to

customer’s data or production
environment

Shared responsibility

Protect data entered and
created by Al apps
Apply sensitivity label that associates

with encryption and DLP controls to
files with sensitive data

Protect data

Encrypt data at rest and in transit
based on industrial standards
(BitLocker, TLS, etc.)

Yonesiuef10

User accountability of Al use

Implement and operate organisation-
wide Al security training



Microsoft Purview brings together solutions from
our compliance and data governance portfolios

Risk &

compliance

For risk, compliance, .

and legal teams Mlcrosoft 3 Dac’:ca l\/llap
ata Catalog

Information Protection Pu rview Data Estate Insights

Data Loss Prevention

Data Lifecycle Management UnlfIEd data

Data Connectors

Insider Risk Management governance

eDiscovery

Audit

Records Management
Communication Compliance
Compliance Manager

For data consumers, data
engineers, data officers




Prevent Manage
data loss insider risks

Support for multi-cloud, hybrid, SaaS data | Partner ecosystem



Fortify data security with Microsoft Purview

Data Loss
Prevention

Support for multi-cloud, hybrid, SaaS data | Partner ecosystem
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Fortify data security with Microsoft Purview )

O

O

Insider Risk Management

Data Loss Prevention

* Discover, classify, and protect data
at scale, using automation and ML

 Productivity tools with built-in user-
selectable sensitivity labels for
precise controls

» Datais protected (encrypted) across

environments, throughout its
lifecycle

* Leverage analytics, machine
learning, sequencing to understand
user context and intent

* Investigate potential incidents with
curated, high-quality, and enriched
alerts and evidence

 Ensure user privacy while identifying
highest risk users

Adaptive Protection

* Prevent unauthorized use, like

improperly saving, storing or printing
sensitive data

Create, deploy, and manage
DLP policies across all cloud, apps,
and devices from a single location

Leverage data classification,
labeling, and user insights
to finetune and adapt DLP policies

Dynamically adjust data security controls based on user risk level



Adaptive Protection in Microsoft Purview

Insider Risk Data Loss
Optimize data security automatically Management Prevention

Detect risky users and assign Dynamically apply
Context-aware detection risk levels preventative controls

|dentify the most critical risks with ML-driven
analysis of both content and user activities

] Elevated ________
Dynamic controls risk Policy 1

Enforce effective controls on high-risk users while

others maintain productivity Moderate DLP Block with
OCK WI

Automated mitigation el Policy2  override

Minimize the impact of potential data security
incidents and reduce admin overhead DLP

. Policy tips
Policy 3 P




Integrated and

Enrich policy and investigation with rich signals

Know the context Understand the intent

Leverage classification and labeling on Automatically apply risk insights from
sensitive data from Information Insider Risk Management to DLP
Protection policies

Elevated DLP
risk Policy 1

DLP policy match

Moderate ‘ DLP Block with
risk Policy2 override

required

u Endpoint patch

VM login
compromised

DLP

Policy 3 Policy tips




Purview Licensing

T e T e

Audit eDiscovery
{premium} {premium)

e

eDiscovery &
Audit
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Insider Risk
Management

Insider Risk
Managemeant

Rules-Based
Endpoint Classification
DLP (Client &

Scanner)
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Governance

Information Protection &
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Information Protection
and Governance ($13pupm)

Adds the additional features below
to Microsoft 365 Business Premium:

>

*Microsoft Defender for Cloud Apps helps you
discover SaaS apps and protect users from accessing
risky apps

Communications DLP (Teams chat) blocks sensitive
content when shared with Teams users

Endpoint DLP prevents data leak of sensitive items
physical stored on Windows 10/11 and MacOS devices

Automatic sensitivity labels (client side) automatically
discover, classify, label and protect sensitive data

Machine Learning-Based sensitivity Labels use
trainable classifiers to identify items and apply labels

Records management helps manages businesses legal
obligations

Advanced Message Encryption helps control sensitive
emails shared outside the organisation

Insider Risk
Management ($10pupm)

Adds the additional features below
to Microsoft 365 Business Premium:

> Insider risk management helps minimize internal
risks by responding to malicious activities

> Communication compliance helps detect business
code of conduct violations

eDiscovery
and Audit ($10pupm)

Adds the additional features below
to Microsoft 365 Business Premium:

>

eDiscovery (Premium) with end-to-end workflow
for managing eDiscovery cases and investigations

Audit (Premium) with longer record retention and
intelligent insights policies



c Microsoft Purview Deployment Card

Microsoft's Data Security Platform

. . Use the Posture Report
Data Security Posture Management for Al & (DSPM) Microsoft 365 from the beginning

Communication

Management Compliance JSPM for Al/DSPM eDiscovery
: = Ersure you have the Enable Purview | Enabling the pilars
Build your Label . Keep what you need '+ Tum on Analytics and : NG
Tasononey, Emple Revmy wt.)e«e the | oo delote what you , understand the dats correct team to Audit ' bafore this makes any
Public. G l sensitive info are ; don't. Creste : harine [aridesmine managed alerts ' content search that
iblic, General, ; located. : » . STRING SRCape Install Browser ' g
Confidentiol etc. ‘= - Exceptions . , e much easier
S e e : KT Understand the policy Create policy from our extension
Consider use of : Leverage Sensitivity Use file plan to | template requirements templates. From copilot + Learn how to preserve, g
default abel and Labels to pno-fmu: with ' Amanaged mtcniian‘ from AP or MDE pre- interactions, conflict of Enabled ' collect, review, analyze =
polices, followed by policies Vi) schedule , req to which stake interest, inappropriate Re(omr_n_ended - and export data so 2
auto-labeling, ’/ ; hO'd'E'{S do you need images, text, content Policies + when the time does ~
encryption to restrict Lreate custom . Publish retention labels | nvolved e Review the Data | come, your teamn knows a
acced;s to ce:tbain p::#;z :aS; ‘::;:igttgy ' as optional or automatic Use data classification to Understand the alert Assessment Report h:'::?:: ;l";x:::':‘f:‘a 8—
cuments _ : . ? o - pcterna
your org &g, Health, ' Consider Adaptive PURHIRAR R volume and fine tune Investigation
Finance. : S00DES ; to create clear Use the Posture
Turn.on co-suthoring : ope : £nabile Oefen;do?r XDR GOVEINANce across Report from the
‘ ? o ntegration what is important e . Search sensitivity labels
Turn on kabels across | Restrict sensitive data on 1 U%e sensitivity labels to | - : cor ook hetackio N for content search and
: nd ' gowernwhat is to retain | Enable Adaptive Protection going '
M3265 %‘ 3 party apps ! or delete ' ir\duding CA, DLP, DILM . WI'\Q of data
Security Copilot {Add-On) 0 Microsoft Sentinel {Add-on)
Enable Products like IRM, eDiscovery, Comm Compliance depend on Audit Log including Copilot Interaction logs Not Official Document-

Developed by Ray Reyes
:l Microsoft Upd&th 9th Feb 2025



£ DSPM for Al

Data Security Posture Management for Al uses Microsoft Purview solutions
to discover and safeguard Al activity across your organization

Enable Purview Audit

Install the Purview
Browser Extension

Onboard Devices to
Purview

Extend your data discovery by enabling 3 key
policies

1.1RM - Detect risky Al usage
2. DLP - Microsoft Al hub - Browsing in Al assistants

3. DLP - Microsoft Al hub - Discover sensitive prompts in
Al assistants

sensitive info on Al sites

Information Protection - Protect your

files with Sensitivity Labels

Use Copilot to improve your data
security posture (preview)

Discover and govern interactions

with ChatGPT Enterprise Al (preview))

]
Hl]

Insider Risk - Adaptative Protection - Block
elevated risk users from pasting or uploading

Communication Compliance- Detect unethical
behaviour in Microsoft 365 Copilot

—r

“

\(( Data Security

o=,
Data
£ €

Governance
Microsoft
Purview

DLP - Protect sensitive data referenced in Copilot responses
Protect your data from potential oversharing risks

Run a regular assessment, identify gaps and improve your
data security posture across your SharePoint Sites

Oversharing Assessment for the week of January 20, 2025

Not Official Document-
Developed by Ray Reyes
Updated 30 Jan 2025



Credentials

Applied Skills

Microsoft Applied Skills: Prepare security and compliance to support Microsoft 365 Copilot

Microsoft Applied Skills: Implement information protection and data loss prevention by using Microsoft Purview

Microsoft Applied Skills: Implement retention, eDiscovery, and Communication Compliance in Microsoft Purview

Certifications

Microsoft Certified: Information Protection and Compliance Administrator Associate

Microsoft Certified: Information Security Administrator Associate (beta)



https://learn.microsoft.com/en-us/credentials/applied-skills/prepare-security-and-compliance-to-support-microsoft-365-copilot/?wt.mc_id=MVP_324901
https://learn.microsoft.com/en-us/credentials/applied-skills/implement-information-protection-and-data-loss-prevention-by-using-microsoft-purview/?WT.mc_id=MVP_324901
https://learn.microsoft.com/en-us/credentials/applied-skills/implement-retention-ediscovery-and-communication-compliance-in-microsoft-purview/?WT.mc_id=MVP_324901
https://learn.microsoft.com/en-us/credentials/certifications/information-protection-administrator/?practice-assessment-type=certification&WT.mc_id=MVP_324901
https://learn.microsoft.com/en-us/credentials/certifications/information-security-administrator/?WT.mc_id=MVP_324901
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